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Al 15 Binder® -4

1.1 driver&4

2.6.29 kernel®] A9 v 22 Y EZ e x| gth

drivers/staging/android/binder.h
drivers/staging/android/binder.c

binder:= miscdevice® =%0] ™ (major 10, minor:= dynamic), user space©o|A] e}

U o]ES5 /dev/binderZ e} A Hc)

binder =#}o]H = proc file system(/proc)S o]&3)- HAHE &g 4 gon 1 v
E g+ /proc/bindere]t}.

o] el g ttea e Aws 24 A},

proc directory: BinderE 3 =3 process? W&

state: binder_read_proc_state() &5E& ©]&3lA] binder state W8S HoFT.

stats: binder_read_proc_stats()

transactions: binder_read_proc_transactions()

transaction_log: binder_read_proc_transaction_log(), ©] <9 IugE o3 ),
binder_transaction_log (type struct binder_transaction_log)

failed_transaction_log: binder_read_proc_transaction_log(), o] &9 dlvg = vhe-3}

Zt}. binder_transaction_log_failed (type struct binder_transaction_log)

binder: open¥¢] 1, binderE AFg3F=d AR 3= datas

struct binder_proc
o] t}.(drivers/staging/android/binder.c)

of Holel 2B A EFE = Fo FEd



currnet process
process ID

memory mapping information

binder® EAAHK
thread A X

user spacedA binderE Aoi3lE= #HL mmap, poll, ioctl 5|t}

joctlel A4 AF85+= commandys oS3 2t

(drivers/staging/android/binder.h)

CODE:

#define BINDER_WRITE_READ _IOWR('b', 1, struct binder_write_read)
#define BINDER_SET_IDLE_TIMEOUT _IOW('b', 3, int64_t)

#define BINDER_SET_MAX_THREADS _IOW('b', 5, size_t)

#define BINDER_SET_IDLE_PRIORITY _IOW('b', 6, int)

#define BINDER_SET_CONTEXT_MGR _IOW('b', 7, int)

#define BINDER_THREAD_EXIT _IOW('b', 8, int)

#define BINDER_VERSION

binder?] EZto|&= driver?d returngtil, driver® commandE W& FoFg

binder.holl & &3 & enumd o] &A%}

CODE:

enum BinderDriverReturnProtocol {
BR_ERROR = _IOR('r", O, int),
/%
* int! error code

*/

BR_OK = _10(r'", 1),
/* No parameters! #/

BR_TRANSACTION = _IOR('r', 2, struct binder_transaction_data),

BR_REPLY = _IOR('r', 3, struct binder_transaction_data),

enum BinderDriverCommandProtocol

{

_IOWRC('b', 9, struct binder_version)
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BC_TRANSACTION = _IOW('c', 0, struct binder_transaction_data),
BC_REPLY = _IOW('c', 1, struct binder_transaction_data),

binder driverol+ £93 AH

il

g3 e E UE structure’} ATt

o Aol Bg 2.

CODE:
struct binder_thread {
struct binder_proc *proc;
struct rb_node rb_node;
int pid;
int looper;
struct binder_transaction *transaction_stack;
struct list_head todo;
uint32_t return_error; /* Write failed, return error code in read buf #/
uint32_t return_error2; /* Write failed, return error code in read */
/¥ buffer. Used when sending a reply to a dead process that */
/* we are also waiting on */
wait_queue_head_t wait;
struct binder_stats stats;

s

3714 rb_nodeE ¥4 Hlokdt}(include/linux/rbtree.h..~A&H ##H)

BINDER_WRITE_READ ioctl o A}&%+= structure® ©o-3F 2t}

CODE:
struct binder_write_read {
signed long write_size; /* bytes to write */
signed long write_consumed; /* bytes consumed by driver */
unsigned long  write_buffer;
signed long read_size; /# bytes to read */
signed long read_consumed; /* bytes consumed by driver */

unsigned long read_buffer;

1.2 servicemanager & 24



servicemanageri= daemon processo|™ T}Y3 serviceE Alwdte 9SS @dehd,
/dev/binder &41& ¥ s}

Android root filesystemol| A A& 3 paths oS3 2

/system/bin/servicemanager

s o] fAe =A%,

commands/binder/binder.c
commands/binder/binder.h

commands/binder/service_manager.c

Open-source?] Androido| A& th&3 22 fX|o EAsit}.

frameworks/base/cmds/servicemanager/binder.h
frameworks/base/cmds/servicemanager/binder.c

frameworks/base/cmds/servicemanager/service_manager.c

service_manager.c & W els4= v 2o

CODE;
int main(int argc, char **argv)
{
struct binder_state *bs;
void *svemgr = BINDER_SERVICE_MANAGER;

bs = binder_open(128%1024);
if (binder_become_context_manager(bs)) {

LOGE("cannot become context manager (%s)Wn", strerror(errno));

return —1;

svemgr_handle = svcmgr;
binder_loop(bs, svemgr_handler);

return O;

of ZzAlxe FAe thgdt gk



open () open binder driver
mmap (): mapping of a 128 * 1024 bytes of memory
ioctl (BINDER_SET_CONTEXT_MGR): set the context for the mgr
el 3] binder_loop Ol &
ioctl (BINDER_WRITE_READ)E ©]-&38A ¢

binder_parse() 3+ e 22 A2 E s}

ioctlOZ read¥ data® cmd ¥4 2 w3, BR_TRANSACTIONH g oA serviceE &7}
A1 7131, 7FAE7] 918k

CODE:

void binder_loop(struct binder_state *bs, binder_handler func)

o] 2WA A= YHE funcE S E3HHfunc’t svemgr_handler() g0l t})
(funct binder_parse()2] vpx]d} Qx| =2 Q& H})

CODE:
int binder_parse(struct binder_state *bs, struct binder_io *bio,

uint32_t *ptr, uint32_t size, binder_handler func)

{
intr =1;
uint32_t *end = ptr + (size / 4);
while (ptr < end) {
uint32_t cmd = #*ptr++;
#if TRACE
fprintf(stderr,"%s:Wn", cmd_name(cmd));
#endif

switch(cmd) {
case BR_TRANSACTION: {
struct binder_txn *txn = (void *) ptr;
if ((end - ptr) * sizeof(uint32_t) < sizeof(struct binder_txn)) {
LOGE("parse: txn too small!¥n");
return —1;
}
binder_dump_txn(txn);
if (func) {
unsigned rdatal[256/41;

struct binder_io msg;



struct binder_io reply;

int res;

bio_init(&reply, rdata, sizeof(rdata), 4);
bio_init_from_txn(&msg, txn);
res = func(bs, txn, &msg, &reply); // 1714 svcmgr_handler() &3
binder_send_reply(bs, &reply, txn->data, res);
}
ptr += sizeof(xtxn) / sizeof(uint32_t);
break;

—

2528 gyclist 2= linked listol] A& o] ¥w o] g]A~EE binder. & A %3}
N A AFEFE tH(ex> binder_acquire)E JHE = oz ALgFHTH

binder_parse()2] switch <ol 4]

BR_REPLYE #2]& ] binder_io type? data nodeZE <t}

( #11: servicemanager T HEZ 2 Android.mkE X, bctest® binder test program<
Agd & 5 JEF o At Fud A

ifneq ($(TARGET_SIMULATOR),true)
LOCAL_PATH:= $(call my-dir)

#include $(CLEAR_VARS)
#LOCAL_SRC_FILES := bctest.c binder.c
#LOCAL_MODULE := bctest

#include $(BUILD_EXECUTABLE)

include $(CLEAR_VARS)
LOCAL_SHARED_LIBRARIES := liblog
LOCAL_SRC_FILES := service_manager.c binder.c
LOCAL_MODULE := servicemanager

include $(BUILD_EXECUTABLE)

endif

)



1.3 Binder?] &A1 H5

binder ¥ A2 Android®] utilss T-33hs A F-Eelth o] IAHNFES Ao #
E

L 2 ] = =
= libutils.so & T4 a1, =R o|= Al2~wlo] 9] public library® AF8-E T},

“
w©

o] d== v&3 2.

include/utils/*
libs/utils/*

Android 222(2Z 42 W)=
frameworks/base/include/utils/*

frameworks/base/libs/utils/*

W ?l header&< va3 2t}

RefBase.h: Reference countZ UF#+ RefBase classol o3k A9,

Parcel.h: IPC transmission®] A}-&%+= data container®] w3k <],

IBinder.h: Binder abstract object interface, IBinder Classel] 3l A ¢

Binder.h: binder, binder object®] 7]¥#2 <21 34> BpRefBaseol thgt classE A2l
BpBinder.h: BpBinder functions, BpBinder classel th3l A 2]

lInterface.h: YAl classE &3 binderol] st F44<21 QIHHA o] ~E A9

lInterface, class template Bnlnterface, class template Bplnterface ° w3t A7} 9l
(e}

ProcessState.h: process?| stateo] ™3} class?l ProcessStateE A9
IPCThreadState.h: IPC thread?] AElE A9, IPCThreadState class& % 9.

T class Abol o] #AIE theat .

[Interface.holl Aod F 719 23 class template 9 Bnlnterface®} Bplnterfacex Tt
okl L2 A A A AFEE T ex> camera interfaceo A AFgH)

Bnlnterface templateol] ™3t Aol= oS3 A}

CODE:

template<typename INTERFACE>

class BnlInterface : public INTERFACE, public BBinder
{

public:



virtual sp<IInterface> queryLocallnterface(const Stringl6& _descriptor);

virtual Stringl6 getInterfaceDescriptor() const;
protected:
virtual IBinder# onAsBinder();

I
Bplnterfacedl ot goj&= vh53 2},
CODE:

template<typename INTERFACE>
class Bplnterface : public INTERFACE, public BpRefBase

{
public:
Bplnterface(const sp<IBinder>& remote);
protected:
virtual IBinder* onAsBinder();
s
AR T template] AFEE wlE ASS wold AlgaA Hid, T oAl oge 7z

SHA Aot

A8} A 9] interface?] INTERFACE”} 5 templateQ! Bnlnterface$} Bplnterface®] A3
o1E] #o] 22l BpXXX, BnXXXE ®HE uj AL-gH U}

DECLARE_META_INTERFACE$%} IMPLEMENT_META_INTERFACE 7} BpXXX
interfaces WHs u] ARgo] Fr}

CODE:

//

#define DECLARE_META_INTERFACE(INTERFACE) W
static const Stringl6 descriptor; W
static sp<I##INTERFACE> asInterface(const sp<IBinder>& obj); W
virtual Stringl6 getInterfaceDescriptor() const; W

#define IMPLEMENT_META_INTERFACE(INTERFACE, NAME)
W



const Stringl6 I##INTERFACE::descriptor(NAME);
String16 I##INTERFACE::getInterfaceDescriptor() const { W
return [##INTERFACE::descriptor; W

¥ W
sp<I#AINTERFACE> ##INTERFACE::asInterface(const sp<IBinder>& obj) W
{ W
sp<I##INTERFACE> intr; W
if (obj != NULL) { W
intr = static_cast<I##INTERFACE+>( W
obj—>querylLocallnterface( W
[##INTERFACE::descriptor).get()); W
if (intr == NULL) { W
intr = new Bp##INTERFACE(obj); W
} W
} W
return intr; W
} W
//

AbEAE Aol Al classE Bl W namedt 919 F R wAR QIEHo] vk ARG}
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androidin.hanchao3c

service managers process communication®] Z 83 F 719 processo] AHAE Al F
A dlF= B33 daemon processo]th. ¥ M9 processE libutil.so & TETOEA
FAlo] o]Fojx | A FAl A= AHY space?] shared memory %§ S ARESHA U

2.2 Application® &l A4 2] Binder
application 4ol A vle}#S 799l bindere] sl 2709 #FHo =z & 4 it}

B Native local: for example BnABC, ©] class& AAZ Fd37] Y= A& A
o] Z Qs

B Proxy agent: for example BpABC, A &% o] A+ interfaceo] st frameworke]th.
SHAI R QlE o]~ classE AU R WFASIA = &ETHnot reflect)

M client: for example, AAZ BpABCEZ 53 < W client interface ABC7} F ¢}
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D 7%, A8 =2 function

TN a program interface
IR S5 registration

LR REARES 7 part framework

ot i - AL F, 2o, LS Ao

JUN 2
WH: 28, 283t 323t (call)
% client

i 85, A HSe..

Nativegr=(local)Q] Bno] ®= -
BnABC::onTransactO)< A 33}

[ServiceManager::addService() & ©]&3]A] serviceE =3It}

Proxy$rs<l Bp 7} &+ Fi:
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[ServiceManager2 %€ serviceE® #53F client ABCQIE #H|o]~+=, client interfaceE &
=3t} AA| o] 358 BpABCeol| W3k s&o|t}.

Binder?] IPC w7}UES F3|A BpABCS BnABCE H41& &7 a1, BnABCE A
54 gl i3t 7eS AdEsA B EA class7]Es 2 ¥: ex> camera interface).

AR F o] ZRAIAE Mol FdoldEe] AR AA dueiA AZo] WoxA #
AL processite] F2lom A7ZEer HQ 7t §lo], clientdl Al AHA o2 I A 2719
StE aEShE AAY HRT E8, o] 452 WAl ABCOl Ao} qlojof skt

2.3 IServiceManager 5%t
[ServiceManager+ [ServiceManager.h®} [ServiceManager.cppol 313 Z=7} <At}
[ServiceManager+= ServiceManager daemonQ @ H-E Adjo] Hm Agx Xz gz

BpServiceManagerE &34 th& AH|~E 4T 5 Q).

[ServiceManager.h o t&3 7+S default [ServiceManager ¢lE]#o] A7} AFojxo] ¢)
=

CODE:

sp<IServiceManager> defaultServiceManager();



3.1 AA oG A AREE =0 T oS ®A}

Sl o] 2~ A A o] E TE3sl= PermissionControllers= libutilsell A 2] =o] 9lom

[PermissionController.h

[PermissionController.cpp

ol  7he] ddel s o] =A7

[PermissionController.hol] &= Fa Q1] ¥ o] 2~ 0| o sk Aol 7} o] 9l 3L,
[PermissionController 2 5-8] AF<£&%W-S BnPermissionController ©] tHak ZHo] A< x| o]

o]
PR

CODE:

class [PermissionController : public IInterface

{

public:
DECLARE_META_INTERFACE(PermissionController);

virtual bool checkPermission(const String16& permission,
int32_t pid, int32_t uid) = 0;

enum 1
CHECK_PERMISSION_TRANSACTION =
[Binder::FIRST_CALL_TRANSACTION
s
b

class BnPermissionController : public Bnlnterface<IPermissionController>
{
public:
virtual status_t onTransact( uint32_t code,
const Parcel& data,
Parcel* reply,
uint32_t flags = 0);
b

il
P
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[PermissionController classi= <3 virtual 49 I E) checkPermission) &

CEERE )

BnPermissionController ¥ Bnlnterface@t: templateZ5-E AFgo] Itk 182 =,



1

BnPermissionControllers 2 A2 BBinder(Bnlnterface”} BBinderdl A AF&E = classo]

2 2)¢} [PermissionController classZ5-E o]F o2 AZo] g AHolt}
BpPermissionController= [PermissionController.cppol A +& % 1 t}.

CODE:
class BpPermissionController : public Bplnterface<IPermissionController>
{
public:
BpPermissionController(const sp<IBinder>& impl)

. Bplnterface<IPermissionController>(impl)

virtual bool checkPermission(const Stringl6& permission, int32_t pid, int32_t

uid)
{
Parcel data, reply; // data A%< 93+ Parcel classE ©] 8313
data.writeInterfaceToken(IPermissionController::getInterfaceDescriptor());
data.writeString16(permission);
data.writeInt32(pid);
data.writeInt32(uid);
remote()—>transact(CHECK_PERMISSION_TRANSACTION, data, &reply);
// fail on exception
if (reply.readInt320) != 0) return O;
return reply.readlnt32(0) != 0;
}
b

IMPLEMENT_META_INTERFACE(PermissionController,

"android.os.IPermissionController");

IMPLEMENT_META_INTERFACE w|Z2E o] &3} Sl H o] A~E A5+ T).

BnPermissionController®] onTransact() <+ U o] F&o] HATHAH TFE A
TEH ).



status_t BnPermissionController::onTransact(
uint32_t code, const Parcel& data, Parcel* reply, uint32_t flags)

//printf("PermissionController received: "); data.printQ);
switch(code) {
case CHECK_PERMISSION_TRANSACTION: {
CHECK_INTERFACE(IPermissionController, data, reply);
String16 permission = data.readString16();
int32_t pid = data.readInt320);
int32_t uid = data.readInt320);

bool res = checkPermission(permission, pid, uid);

// write exception
reply->writeInt32(0);
reply->writeInt32(res ? 1 : 0);
return NO_ERROR;

} break;

default:

return BBinder::onTransact(code, data, reply, flags);

onTransactO@5ol -t 8 gol aheh g switch case ¥ ol 84 AN 48
o] JE% ;Es} Hof grh,

Note:
BnPermissionControllers= [PermissionController 258 A<£%]Ql7] wjfo, << virtual

st2l checkPermission()¢] o}2] A A8}l x| k-2 AJHlo]t},

==,

»

BnPermissionControlleri= o7|A & %7|3F A o AAHoze= Qe o]t &4
SHAl "t} o] AL &S wE uw AAE AASUE He EA e 52 A" A
Hrp(o] Fi2 AHAI3] thA] Hhopdh ).

3.2 BnABCS] 243}

process®| Tt BoAH2E EHT| A|ZLE = local servicei= BnABC 4ol ol A A
class7} A A8l Bo =z AF=A Hrh

serviced] o]&& gutx oz ABC @il o]&S EolA Hr}



HE ABC#:=
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CODE:

void ABC::instantiate() {
defaultServiceManager()—>addService(
String16("XXX.ABC"), new ABC 0);

servicei instantiateOgh= S EFstal 9o, o] F4e dnky o=

o]# 3k W © 7 defaultServiceManager()S &30 24 "XXX.ABC" servicesE 7|9

Mol F7bskAl Ho

i

o] defaultServiceManagerOt© tYa3 22 d-ES &5 A

ProcessState::self()->getContextObject(NULL));
IPCThreadState* ipc = IPCThreadState::self();
[PCThreadState::talkWithDriver()

ProcessState class® A AL A open_driver0E& &334 talkWithDriver)& &3¢

ZAze A2 F de RS AAS "k

3.3 BpABC &&9| 443}

BpABC mainly through the process of calling mRemote () -> transact ()
transmit data, mRemote () is a member of BpRefBase, it is a IBinder. The course
this call is as follows:
mRemote () -> transact ()

Process:: self ()

[PCThreadState:: self () —=> transact ()

writeTransactionData ()

waitForResponse ()

talkWithDriver ()

ioctl (fd, BINDER_WRITE_READ, & bwr)
In [PCThreadState:: executeCommand () function to realize transfer operation.

BpABC+ % mRemote()->transact() $H+E o] &34 dlo]HE %53t}
mRemote() ¥4+ BpRefBase2] WH = o]zl o] vl=Z [Binder®]t}.

ol & TE M= v 2k

mRemote()->transact()

Process::self()

[H

to

of



[PCThreadState::self()->transact()
writeTransactionData()
waitForResponse()
talkWithDriver()
ioctl(fd, BINDER_WRITE_READ, &bwr)

IPCThreadState::executeCommand() <ol A 2 a] o] o] Fo]xt},



